Governor’s Cybersecurity Dashboard

MAJOR CYBER INCIDENTS

CIS / MS-ISAC’s cyber threat map:

Cyber Alert Map
Current National Cyber Alert Level is: Low [N

State agencies, critical infrastructure & private sector cyber threats:
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CYBERSECURITY PROGRAM

Call-to-action on state cybersecurity:
“

1. State cybersecurity governance & authority

Status

Continuing

2. Cybersecurity awareness & cyber culture On track

3. Continuous monitoring for threats &

vulnerabilities On track

> > |

4. Best practices (e.g. NIST Cybersecurity
Framework and Council on Cybersecurity (CSS)
20 critical security controls)

Mapping agency
assessment findings to
Critical Controls

Continuing

State cybersecurity initiatives:

Completion

Status date

Progress Cost Milestones

1. Cybersecurity $7.5M Contract

services/personnel On track . NfE 8/14/2013 awarded

contract

o Standardized 8/23/2013 Contract awd;
- Slanaaraize 42K enrollees

statev_vide c_yl_)er On track A ail?gl?y Year 2 option

security training 10/29/2014 oxorcised

3. Statewide Agency

incident response On track A TBD 5/31/2015 Sxﬁzﬁjin

planning development

2. Phishing and other
socially engineered threats

3. Patching and
updating

4. Human and/or

prevental:le error

CYBERSECURITY MONTHLY REPORT CARD
to hacking

Top 5 risks & significant threats:

1. Personally identifiable information (PIl) and protected health information (PHI) systems and data
require improvements in classification, assessment, monitoring, scanning and maintenance.

A

2. More sophisticated and better crafted phishing campaigns put statewide users at higher risk of
giving up valuable identification credentials and/or data. Increasing vigilance is required.

3. Absence of and/or untimely patching and updating of hardware platforms, operating systems and
applications exposes vulnerabilities and opportunities for malicious exploitation.

4. Includes numerous anomalies: Deviation from SOPs, data handling errors, poor computer
hygiene, theft/loss of equipment, etc.

| |
I 1 | 5. Statewide: Submission of annual security plans establishes baseline, but collectively requires
Reasonable Considerable Substantial continuous improvement.
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